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Course Competency Learning Outcomes 

Competency 1: The student will demonstrate 
understanding knowledge of network security by: 

 

1. Implementing security configuration 
parameters on network devices and other 
technologies.  
2. Identifying secure network administration 
principles.  
3. Explaining network design elements and 
components.  
4. Implementing common protocols and services 
based on a given scenario.  
5. Identifying and troubleshooting security issues 
related to wireless networking. 

  

Competency 2: The student will demonstrate 
understanding knowledge of compliance and 
operation security by: 

  

1. Explaining the importance of risk related 
concepts.  
2. Differentiating security implication of 
integrating systems and data with third parties.  
3. Implementing appropriate risk mitigation 
strategies.  
4. Implementing basic forensic procedures.  
5. Applying common incident response 
procedures.  
6. Explaining security related awareness and 
training.  
7. Comparing and contrasting physical security 
and environmental controls.  
8. Identifying risk management best practices.  

  

CTS 1120 Network Security Fundamentals 

Course 

Description:  

This course provides a foundation of knowledge in the information technology security 
field. Students will learn general network security concepts; compliance and 
operational security; threats and vulnerabilities; application, data, and host security; 
access control and identity management; cryptography. Hands on training benefits the 
novice as well as the experienced network professional. 



Updated Spring 2021 
 

9. Selecting the appropriate control to meet the 
goals of security. 

Competency 3: The student will demonstrate 

understanding knowledge of treats and 

vulnerabilities by:  

• Critical thinking 

1. Identifying various types of malware.  
2. Identifying various types of attacks.  
3. Explaining social engineering attacks and the 
associated effectiveness with each attack.  
4. Identifying various types of wireless attacks.  
5. Identifying various types of application attacks. 
6. Analyzing and selecting the appropriate type of 
mitigation and deterrent techniques.  
7. Selecting the appropriate tools and techniques 
to discover security threats and vulnerabilities.  
8. Explaining proper use of penetration testing 
versus vulnerability scanning. 

  

Competency 4: The student will demonstrate 

understanding knowledge of application, data, 

and host security by: 

 

1. Explaining the importance of application 
security controls and techniques.  
2. Identifying mobile security concepts and 
technologies.  
3. Selecting the appropriate solution to establish 
host security.  
4. Implementing the appropriate controls to 
ensure data security.  
5. Comparing and contrasting alternative methods 
to mitigate security risks in static environments. 

  

Competency 5: The student will demonstrate 

understanding knowledge of access control and 

identity management by: 

 

1. Comparing and contrasting the function and 
purpose of authentication services.  
2. Selecting the appropriate authentication, 
authorization, or access control.  
3. Installing and configuring security controls 
when performing account management, based on 
best practices. 
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Competency 6: The student will  
demonstrate understanding knowledge of 
cryptography by: 

 

1. Identifying general cryptography concepts.  
2. Implementing appropriate cryptographic 
methods.  
3. Implementing appropriate PKI, certificate 
management, and associated components. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


